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The Problem of State in Web Applications
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The Problem of State in Web Applications

What the server sees

€) GET index.php

€) GET index.php

0 GET product.php

€ GET product.php

... is for the server not really any different than ...

User Y
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The Problem of State in Web Applications

What the user wants

User X

€) Add product to
shopping cart

0 Go to check out
and pay for item
in cart
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The Problem of State in Web Applications

Solution

* Query Strings
* Cookies

* Sessions
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Passing Information via Query Strings

Remember POST and GET

Browser

b ol —
Artist: | Picasso |
Year: | 1906 |
Nationality: L_ngﬂl_______Z]

&

I <form method="GET" action="process.php"> I >

GET process.php?artist=Picassofyear=1906&nation=Spain http/1.1

L |
Query string

Y

<form method="POST" action="process.php">

POST process.php HTTP/1.1

Date: Sun, 15 Jan 2017 23:59.:59 GMT

Host: www.mysite.com

User-Agent: Mozilla/4.0

Content-Length: 47

Content-Type: application/x-www-form-urlencoded

HTTP
header

artist=Picassodyear=1906&nation=Spain

Query string
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Passing Information via the URL Path

Dynamic URLs (i.e., query strings) are a pretty
essential part of web application development.

Static URLs

* the appearance of search terms within the URL
does seem to improve its relative position.

*  Another benefit to static URLs is that users tend to
prefer them.

* Can use URL rewriting to make static URLs be
dynamic
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Passing Information via the URL Path

URL Rewriting in Apache and Linux

http://www.1st-art-gallery.com/Raphael/La-Donna-Velata-1516.htm] =
http://www.paintingall.com/raphael -sanzio-woman-with-a-veil-la-donna-velata.html
.
http://www.artsheaven.com/raphael -la-donna-velata.html
A
"~ -
Go QU wootctor ‘wrew motret 8 dowe mats )
Raptan (st ot Derw Trele P ety Rae vde e -
" ':ﬁ"‘ B s s g Dorere e Pl
T La tones veleta Setad o npede. Pe tee # ——
L T ve— ll.--. . ey
a w4 e La Doses Velsls  Raghasl S
- P Velats T Rt Famteg RBeprodecion 4l A
Baphan(y = panteg L4 Donre Feiets £ oiere S0 o peeteg —
| Raprotaion o Conas Snubente S

http:/ /www.paintingswholesaler.com/detail.asp?vcode=6umd7krriyqi161c&title=La+Donna+Velata
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Cookies

How Do Cookies Work?

© user makes another
request to page in
domain somesite.com.

Browser reads cookie
values from text file
for each subsequent
request for
somesite.com.

saves
values in text f

) User makes first request
to page in domain
somesite.com.

GET SomePage.php http/1.1

cookie
ile and

associates them with
domain somesite.com.

Host: www.somesite.com

€) HTTP response contains /
cookies in header.

Date: Sun,
| Host:
Set-Cookie:
Set-Cookie:

<html>...

HTTP/1.1 200 OK
15 Jan 2017 23:59:59 GHMT
www . somesite.com

name=value

name2=value2;Expires=Sun,22 Jan 2017 ...
Content-Type: text/html

Server for

| somesite.com
retrieves these cookie

~ values from request

header and uses them

to customize the

response,

0 Cookie values travel in every subsequent
HTTP request for that domain.

GET Another

Host: www.somesite.com
name=value;

Cookie

Page

php http/1.1

name2=value2

Randy Connolly and Ricardo Hoar
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Cookies

Setting a Cookie

<?php

// add 1 day to the current time for expiry time
$expiryTime = time()+60*60*24;

/] create a persistent cookie

$name = "Username";

$value = "Ricardo";

setcookie($name, $value, $expiryTime);

7>
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Cookies

Reading a Cookies

<?php
if( lisset(S_COOKIE['Username']) ) {

//no valid cookie found

}

else {
echo "The username retrieved from the cookie is:";
echo $_COOKIE['Username'];

}

7>
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Cookies

Persistent Cookie Best Practices
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Serialization

Application of Serialization

$picasso : Artist $chicago : Sculpture
- firstName: Pablo - name: Chicago
- lastName: Picasso - createdDate : 1967
- birthDate: October 25, 1881 - size : array(15.2)
- birthCity: Malaga - weight : 182 tons
- deathDate: April 8, 1973 -
- works : Array( <Art> )

X S$guernica : Painting

- name: Guernica
- createdDate . 1937
- size : array(7.8,3.5)

serialize($picasso)

unserialize() C:6:"Artist™:764:{a:7:{s:8:"earliest";s:12:"0ct 25,
1881";8:5:"firstName”;s:5:"Pablo";s:4:"1astName";s:7:"Picasso";s:5
:*birthDate”;s:12:"0ct 25, 1881";s:5:"deathDate";s:11:"Ap] 8,
1973%;s:5:"birthCity";s:6:"Halaga”;s:5: "works®;a:3:{1:0;C:8: "Paint
ing":134:{a:2:(s:4:"size";a:2:{1:0;d:7.7999999999999998;1:1:d:3.5;
}s:7:"artData";3:54:"a:2:(s:4:"date";5:4:"1937";5:4:"name" ;5:8:"Gu
ernfca®;}":})}1:1:C:9:"Sculpture”:186:{a:2:{s:6: "weight";s:8:"162
tons®;s:12: "*paintingData®;8:123:"2:2:(s:4:"s12e";2:1:(1:0:;d:15.119
9999990998999;}s:7: "artData";s:53:"a:2: (s:4:"date”;s:4:"1967";5:4:"
name";s:7:"Chicago”;}":}":})}1:2;C:5:"Hovie":175:{a:2:(s:5: "media”;
s:8:"fille.avi” s:12:"paintingData® ;s:113:%a:2:(s:4:"s12e";0:2:(1:0
:1:32;1:1:1:48;)s:7:"artData";5:50:%a:2:(s:4:"date”;s:4:"1968";5:4
:"name” ;s:4:"test":})":}":1 1))}

L 4
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Session State

How Does Session State Work?
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Session State

Accessing session state

<?php

session_start();

if (isset($_SESSION['user']) ) {
// User is logged in

}

else {

// No one is logged in (guest)

T
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Session State

Checking session existence

<?php
include_once("ShoppingCart.class.php");
session_start();
/I always check for existence of session object before accessing it
if (lisset($_SESSION["Cart"]) ) {
/| session variables can be strings, arrays, or objects, but
/I smaller is better
$ _SESSION["Cart"] = new ShoppingCart();
}
$cart = $_SESSION["Cart"];

72>
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Session State

How does it all work
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Session State

Session Storage and Configuration

Other Linux
processes

Apache (PHP) threads

Server memory
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HTMLS Web Storage

Using Web Storage - Writing

<form ... >

<h1>Web Storage Writer</h1>

<script language="javascript" type="text/javascript">
if (typeof (localStorage) === "undefined" ||

typeof (sessionStorage) === "undefined”) {
alert("Web Storage is not supported on this browser...");
}
else {
sessionStorage.setltem(" TodaysDate", new Date());
sessionStorage.FavoriteArtist = "Matisse";
localStorage.UserName = "Ricardo”;
document.write("web storage modified");
}
</script>

<p><a href="WebStorageReader.php">Go to web storage reader</a></p>
</form>
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HTMLS Web Storage

Using Web Storage - Reading

<form id="form1" runat="server">
<h1>Web Storage Reader</h1>
<script language="javascript" type="text/javascript">
If (typeof (localStorage) === "undefined" ||
typeof (sessionStorage) === "undefined") {
alert("Web Storage is not supported on this browser...");

}

else {
var today = sessionStorage.getltem(" TodaysDate");
var artist = sessionStorage.FavoriteArtist;
var user = localStorage.UserName,;
document.write("date saved=" + today);
document.write("<br/>favorite artist=" + artist);
document.write("<br/>user name =" + user);

}

</script>

</form>
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HTMLS Web Storage

Why Would We Use Web Storage?

€ User requests . -
" _

€) XML retrieved
from flickr REST
web service
(JavaScript)

‘s

I
|
)

Y

O User requests a £ XML saved in
related page (PHP) browser's web
storage
(JavaScript) .
o Web service server
: - . . .y ¥
-] A

© XML retrieved
from browser's
web storage
(avaScript)

0 ... and browser displays XML data
(JavaScript), sawing a second
request to the flickr REST web
senvice
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Caching

Page Output Caching
Markup is sent
back to requesting
browser
——— | Markup
GET index.php | Is the cached +

A index.php
“._recent enough? Retrieve marku
Yes p
@—IGET index.php }—» ff’j—p i) for index . php

from disk cache

A Disk cache
ﬁ DBMS
L

Execute nteracts

index.php W
Generates a .

[No]

Y
- Web services
—— | Markup
Markup is sent —
back to requesting —
browser — | Markup
L
Save markup for
index.php
to disk cache
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Caching

Application Data Caching

Not always prudent to cache entire pages (think
customizations for logged in users)

Nice to programmatically place commonly used
collections of data that require time-intensive queries
from the database or web server into cache memory,
and then other pages that also need that same data
can use the cache version rather than re-retrieve it
from its original location

Read about memcache.
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Summary

Key Terms

application page output session state

data caching caching
URL rewriting

cache persistent
cookies web storage
cookies
serialization
HttpOnly
cookie session

cookie
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Summary

Questions?
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